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Control devices
 PLC - Programmable Logic Controller 
 PAC - Programmable Automation Controller
 RTU - Remote Terminal Unit

Industrial machinery and equipment

ICS - Industrial Control System =  IACS - Industrial Automation and Control System

Advanced analytics and data storage
 MES – Manufacturing Execution System
 APC - Advanced Process Control 
 Data Historian 

Visualization, supervision and control
 SCADA - Supervisory Control and Data Acquisition 
 DCS - Distributive Control System
 HMI - Human Machine Interface 

OT - Operational Technology
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What is SCADA security?
SCADA security is the practice of protecting supervisory control and data acquisition (SCADA) 

networks, a common framework of control systems used in industrial operations. These 

networks are responsible for providing automated control and remote human management of 

essential commodities and services such as water, natural gas, electricity and transportation to 

millions of people. They can also be used to improve the efficiencies and quality in other less 

essential (but some would say very important!) real-world processes such as snowmaking for 

ski resorts and beer brewing. SCADA is one of the most common types of industrial control 

systems (ICS).
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Business-critical Systems that failure can cause significant tangible or intangible economic 

costs, e.g., customer accounting system in a bank, ERP system, etc.

Security-critical Systems that deal with large datasets of sensitive data, e.g., PII covered by 

GDPR.

Mission-critical Systems that failure can cause an inability to complete the overall system or 

project objectives; e.g., loss of navigation of a spacecraft, unavailability of 

an important industrial process, etc.

Life-critical, safety-critical Systems that failure can cause loss of life, serious personal injury, or damage 

to the natural environment.

Critical infrastructure Assets that are essential for the functioning of a society and economy, e.g., 

electricity generation, transmission and distribution, water supply, public 

health, transportation systems, telecommunication, banking and financial 

services, etc.
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Network and Information Security Directive (NISD)

Organizations impacted • Operators of essential services in the energy, transport, 
banking and healthcare sectors.

• Providers of critical digital services like search engines 
and cloud computing.

Security incidents 
reporting

• Take appropriate security measures and report incidents 
to the national authorities
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Breach notification is the law obligation

• NIS Directive Art. 14

Mandatory incident reporting for operators of essential services

• NIS Directive Art. 16

Mandatory incident reporting for digital service providers 

• GDPR Art. 33 

Mandatory incident reporting for personal data breach 

• Telecom Framework Directive Art. 13a

Mandatory incident reporting in the telecom sector 

• eIDAS regulation Art. 19

Mandatory incident reporting for trust service providers
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NIS Directive Art. 14
Security requirements and incident notification

 Member States shall ensure that operators of essential services take appropriate and proportionate technical and organisational measures...

 Member States shall ensure that operators of essential services take appropriate measures to prevent and minimise the impact of incidents 
affecting the security of the network and information systems...

 Member States shall ensure that operators of essential services notify, without undue delay, the competent authority or the CSIRT of 
incidents having a significant impact on the continuity of the essential services they provide...

 In order to determine the significance of the impact of an incident, the following parameters in particular shall be taken into account:

 the number of users affected by the disruption of the essential service

 the duration of the incident

 the geographical spread with regard to the area affected by the incident

 On the basis of the information provided in the notification by the operator of essential services, the competent authority or the CSIRT shall 

inform the other affected Member State(s) if the incident has a significant impact on the continuity of essential services in that Member 
State...

 After consulting the notifying operator of essential services, the competent authority or the CSIRT may inform the public about individual incidents, 
where public awareness is necessary in order to prevent an incident or to deal with an ongoing incident
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What we hear from OT operators?

1# We do not use SCADA

We are safe!

2# Our OT is not connected to the Internet

We are safe!
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OT Maintenance

1. How do you manage OT 
systems and what tools 
do you use?
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2. Can OT Maintenace staff 
connect remotly to OT 
systems?
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OT Maintenance

3. Can "some people" in HQ 
see how OT works?
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• Social engineering attack (email Phishing)
• The attached in email MS Office doc. installs 

BlackEnergy 3 malware 
• C&C access and recognition of IT environment 

(+6 months)
• Obtaining data for remote access to ICS systems
• Remote access to ICS systems
• Installation of KillDisk malware
• DoS attack at Call Center

• The attack at the power distribution system 
(attack by HMI SCADA, resulting in a lack of 
energy at 225,000 customers)

• False ICS firmware makes difficult the systems 
recovery

• Turning off the systems backup power supply 
(UPS)

• Removing the traces of the attack (the removal 
of logs, destruction / locking systems, etc.)

Example of incident – energy sector,  Ukraine 2015

More information: Analysis of the Cyber Attack on the Ukrainian Power Grid, Defense Use Case, 

Electricity Information Sharing and Analysis Center, SANS-ICS, March 18, 2016
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Example of incident – nuclear sector,  Iran 2012

More information: Analysis of the Cyber Attack on the Ukrainian Power Grid, Defense Use Case, 

Electricity Information Sharing and Analysis Center, SANS-ICS, March 18, 2016

• Stuxnet is a family of multi-component malware that spreads via 
removable drives

• Thought to have been in development since at least 2005, 
Stuxnet targets SCADA systems and is believed to be responsible 
for causing substantial damage to Iran's nuclear program. 
Although neither country has openly admitted responsibility, the 
worm is believed to be a jointly built American/Israeli 
cyberweapon.

• To spread, Stuxnet exploits one or more (up to four) 
vulnerabilities in Microsoft Windows operating systems.

• Once executed on a vulnerable Windows system, the highly 
sophisticated worm is reportedly designed to search for industrial 
control systems manufactured by Siemens, generically known as 
Supervisory Control and Data Acquisition or SCADA systems. 
Once the targeted SCADA systems are located, the malware will 
take advantage of, by design, Programmable Logic Controllers 
(PLCs) and upload its own code to them, reportedly changing the 
programmed behavior of the PLC
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Control devices
 PLC - Programmable Logic Controller 
 PAC - Programmable Automation Controller
 RTU - Remote Terminal Unit

Industrial machinery and equipment

ICS - Industrial Control System =  IACS - Industrial Automation and Control System

Advanced analytics and data storage
 MES – Manufacturing Execution System
 APC - Advanced Process Control 
 Data Historian 

Visualization, supervision and control
 SCADA - Supervisory Control and Data Acquisition 
 DCS - Distributive Control System
 HMI - Human Machine Interface 

OT - Operational Technology

Windows, 
Linux, etc.

SSH / Remote 
Access, etc.

Web

Databases

SQL-I, XSS

Exploits

Misuse

Malware

No security
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NIST, Framework for Improving Critical Infrastructure 
Cybersecurity, April 16, 2018

Identify – understanding the business context, the resources that support critical
functions, and the related cybersecurity risks. 
Examples: Asset Management; Business Environment; Governance; Risk Assessment; and Risk Management 
Strategy.

Protect – appropriate safeguards to ensure delivery of critical services. 
Examples: Identity Management and Access Control; Awareness and Training; Data Security; Information 
Protection Processes and Procedures; Maintenance; and Protective Technology.

Detect – appropriate activities to identify the occurrence of a cybersecurity event.
Examples: Anomalies and Events; Security Continuous Monitoring; and Detection Processes.

Respond – appropriate activities to take action regarding a detected cybersecurity 
incident (including the ability to contain the impact of a potential cybersecurity 
incident). 
Examples: Response Planning; Communications; Analysis; Mitigation; and Improvements.

Recover – timely recovery to normal operations to reduce the impact from a 
cybersecurity incident. 
Examples: Recovery Planning; Improvements; and Communications.
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NIST, Framework for Improving Critical Infrastructure 
Cybersecurity, April 16, 2018

1. Identify 

Understanding the 
business context, the 
resources that support 
critical functions, and 
the related 
cybersecurity risks

2. Protect

Appropriate 
safeguards to ensure 
delivery of critical 
services

3. Detect

Appropriate activities 
to identify the 
occurrence of a 
cybersecurity event

4. Respond

Appropriate activities to 
take action regarding a 
detected cybersecurity 
incident (including the 
ability to contain the 
impact of a potential 
cybersecurity incident)

5. Recover

Timely recovery to 
normal operations to 
reduce the impact from 
a cybersecurity incident 

Risk Management
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1. Identify – understanding the business context, the resources that 
support critical functions, and the related cybersecurity risks
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Quick deployment (in 5 steps) of security management tools

1. Draw network map where IT systems 
supporting critical services are operating

2. Define critical services using 
Business Process Wizard

3. Connect critical services with IT 
systems that support them

4. Configure alarm sources using
Universal Syslog Parser

5. Configure the vulnerability scan 
schedule
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1. Identify – understanding the business context, the resources that 
support critical functions, and the related cybersecurity risks
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2. Protect – appropriate safeguards to ensure delivery of critical 
services

Control devices (PLC, 
PAC, RTU, etc.)

Visualization, 
supervision and 

control (SCADA, DCS, 
HMI, etc.)

Advanced analytics and 
data storage (MES, APC, 

Historian, etc.) 

WAN

LAN

LAN Internet

VPN

Cameras, IP 
phones, many 

more

OT Maintenance

Industrial/
Enterprise DMZ

• FW, VPN & IPS 
• Privileged Access Security
• Anti-Malware, etc.
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3. Detect – appropriate activities to identify the occurrence of a 
cybersecurity event

4. Respond – appropriate activities to take action regarding a detected 
cybersecurity incident (including the ability to contain the impact of a 
potential cybersecurity incident)

5. Recover – timely recovery to normal operations to reduce the impact 
from a cybersecurity incident
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Protection for extreme environments
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Protection for extreme environments

• Ruggedized, portalbe appliance

• International Protection Rating: IP65

(complete protection against dust and very good protection against water) 

• Operating temperature: -25 to +50°C
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Downtime is NOT an option

• Multi-Link technology 

• VPN Load Balancing (AA / AP)

• Quality of Service over VPN
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• Monitoring

• NGFW / SMC 

• VPN Tunnels

• ISP Links

• Third Party Devices

• Reports

• Overviews

Downtime is NOT an option



© 1991 − 2019, CLICO sp. z o.o.

Security Comes First

• IPS Builtin. Enabled by Default

• IPS Engine with Anti-Evasion Defences

• Software Based IPS. Same Level of Protection Everywhere

• Optimization = Performance 

• Multi-Layer Protocol Normalization

• Anomaly Detection

• Anti-Botnet (Decryption-based detection and message length sequence analysis)

• File Recognition and Filtering

• File Reputation (Forcepoint Reputation Service)

• Local Anti-Virus (McAfee)

• Sandbox (LastLine)

• Web filtering, application control

Ethernet, H.323, GRE, IPv4, IPv6, ICMP, IP-in-IP, IPv6 encapsulation, UDP, TCP, DNS, FTP, HTTP, HTTPS, IMAP, IMAPS, MGCP, MSRPC, NetBIOS Datagram, OPC 
Classic, OPC UA, Oracle SQL Net ,POP3, POP3S, RSH, RSTP, SIP, SMTP, SSH, SunRPC, NBT, SCCP, SMB, SMB2, SIP, TCP Proxy, TFTP
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Protect what values most

SCADA Protocol agents
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Protect what values most

Protocol Control 

• Understanding traffic

• Read / Write

• Diagnostics

• Error detection

• Checksum

• State tracking
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Protect what values most

Description

Severity
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Enterprise DMZ

Reduce attack surface with the networks segmentation and 
vulnerabilities mitigation

Full scan and exploits

Safe

checks

only

Find and mitigate vulnerabilities 

before intruders reach critical 

infrastructure



Live Monitoring, Adaptive Security, 

and advanced collection provides 

coverage without waiting for scans 

or drowning in obtuse data

COLLECT

Vulnerability prioritization moves you 

beyond the paralysis of CVSS-only 

scores

PRIORITIZE

Streamlined Remediation Workflow 

makes IT your best friend and tracks 

progress in real-time

REMEDIATE

Vulnerability 
Management



© 1991 − 2018, CLICO sp. z o.o.

Full audit

This full network audit of all systems uses only safe checks, including network-based 

vulnerabilities, patch/hotfix checking, and application-layer auditing. The system scans 

only default ports and disables policy checking, which makes scans faster than with the 

Exhaustive scan. Also, This template does not check for potential vulnerabilities.

Use this template to run a thorough vulnerability scan

SCADA audit

This is a “polite,” or less aggressive, network audit of sensitive Supervisory Control And 

Data Acquisition (SCADA) systems, using only safe checks. Packet block delays have 

been increased; time between sent packets has been increased; protocol handshaking 

has been disabled; and simultaneous network access to assets has been restricted.

Use this template to scan SCADA systems

VA scan templates



Gather together the collective 

knowledge of a global security 

community to test your network and 

find your holes

COLLECT PRIORITIZE REMEDIATE

Test and harden your people, your 

processes, and your technology in 

order of potential impact

Test your security program to 

identify and more quickly fix 

exposures

Penetration
Testing
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Key points to focus on

Phishing Simulation

• Validate vulnerabilities of „the 

weakest point” by social-tests

Vulnerability Validation

• Validate vulnerabilities to 

demonstrate risk

• Close-loop integration with 

Nexpose for remediation

Penetration Testing

• Simulate a real-world attack 

to test your defenses 
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Automated Vulnerability Validation

Penetrati

on

Testing & 

Threat 

Validatio

n

Vulnerabilit

y Management 

&

Configuratio

n Assessment

Vul.

assessment

Vul.

validation

• Nexpose makes it easy to identify and prioritize vulnerabilities

• After remediation, use Metasploit to simulate an attack and verify the 

effectiveness of your controls
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Automate vulnerability management and 
business prioritization (BIA)
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Simulation of device failures with 
business damage analysis
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1. Data protection by identifying, monitoring and enforcing DLP 

policies for data:

 In motion, when they are sent to internal or external recipient

 In use, when they are processed on the user workstation

 At rest, stored in corporate repositories (shares, databases, etc).

2. Mature DLP systems are aware not only of the content, but 

also the context in which data is used and communicated.

DLP: Data Leak Prevention
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Forcepoint DLP system components

Protect data on network 
level, data in motion

DLP Network

Protect data on
endpoint, in motion, 

use and at rest

DLP Endpoint

Central management and reporting from one console

Data discovery,
data at rest

DLP Discover

Data in cloud,
data at rest, in 

motion or in use
across popular 

enterprise cloud
applications

DLP Cloud
Applications
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Classifiers - built-in and custom

• Built-in classifiers
• Keywords, dictionaries

• Regular expressions

• File properties

• NLP – Natural Language Processing

• Custom classifiers, including
• PreciseID fingerprints and 

• Machine Learning

DLP Compliance

DLP IP Protection
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Meet compliance requirements in just few clicks!

Built-in policy wizard for data protection
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Integration with data classification systems

In addition, we can use 

classification of documents and e-

mails sent by users - leveraging 

data classification systems such as 

Microsoft, Boldon James, Titus.
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HE WAS NOT                       A 
HACKER
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Introducing Dynamic Data Protection 
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For policies governing compliance use-cases or highly sensitive information, 

“Block All” can be the action plan for all risk levels.

For policies where additional context can help inform decisions, 
Dynamic Data Protection provides additional granularity.

Risk based policy enforcement
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Sample data protection policy

Employees cannot send customer data  to…

Rule Properties | Severity: (High) / 
Action Plan: (Block_All)

Rule Properties | Source | 
Edit: Directory Entries

Rule Properties | Destinations | R
Email
RWeb
R HTTP/HTTPS

R Chat Rule Properties | Condition | Add: 
PreciseID FP – DB Records

Rule Properties | Destinations | R
Email: All
RWeb: All

(Action) 

(Who: From)

(How)

(What)

(Who: To)
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Intelligent process management

Who

HR

Customer service

Finance

Accounting

Legal

Sales

Marketing

Support Team

IT

What

Source code

Business plans

M&A plans

Salaries

Patients records

Financial statement

Customer data

Technical designs

Competitive info

Where

Suppliers

Online storage

Blog

Client

USB

Spyware page

Business partner

Competition

Analyst

How

File transfer

Messenger

Peer-to-Peer

Print

Email

Web

Audit

Notify

Remove

Quarantine

Encrypt

Block

Removable Media

Copy / paste

Print Screen

Action

Confirm

Uniform policies cover all aspects of information protection
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Conceptual placement of Forcepoint 

solutions in “always on” environments
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Kako dobiti dodatne informacije?
sales@clico.rs
support@clico.rs

mailto:sales@clico.rs
mailto:support@clico.rs
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Vaš distributer sa dodatnom 
vrednošću!

HVALA!


