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1. SCADA, ICS, OT —terminology and meaning
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Industrial machinery and equipment
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Control devices
e PLC-Programmable Logic Controller

e PAC - Programmable Automation Controller
e RTU - Remote Terminal Unit

Industrial machinery and equipment
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ICS - Industrial Control System = IACS - Industrial Automation and Control System

Advanced analytics and data storage

e MES — Manufacturing Execution System
= e APC - Advanced Process Control

e Data Historian

= Visualization, supervision and control
D e SCADA - Supervisory Control and Data Acquisition
E e DCS - Distributive Control System

e HMI - Human Machine Interface ~.
\.
1
Control devices v
e PLC-Programmable Logic Controller
e PAC- Programmable Automation Controller

e RTU - Remote Terminal Unit
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Industrial machinery and equipment
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What i1s SCADA security?

SCADA security is the practice of protecting supervisory control and data acquisition (SCADA)
networks, a common framework of control systems used in industrial operations. These
networks are responsible for providing automated control and remote human management of
essential commodities and services such as water, natural gas, electricity and transportation to
millions of people. They can also be used to improve the efficiencies and quality in other less
essential (but some would say very important!) real-world processes such as snowmaking for
ski resorts and beer brewing. SCADA is one of the most common types of industrial control
systems (ICS).

@m@@@
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Business-critical

Security-critical

Life-critical, safety-critical

Critical infrastructure

Systems that failure can cause significant tangible or intangible economic
costs, e.g., customer accounting system in a bank, ERP system, etc.

Systems that deal with large datasets of sensitive data, e.g., Pll covered by
GDPR.

Systems that failure can cause an inability to complete the overall system or
project objectives; e.g., loss of navigation of a spacecraft, unavailability of
an important industrial process, etc.

Systems that failure can cause loss of life, serious personal injury, or damage
to the natural environment.

Assets that are essential for the functioning of a society and economy, e.g.,
electricity generation, transmission and distribution, water supply, public
health, transportation systems, telecommunication, banking and financial
services, etc.

CLICO
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Network and Information Security Directive (NISD)

Organizations impacted <+ Operators of essential services in the energy, transport,
banking and healthcare sectors.
* Providers of critical digital services like search engines
and cloud computing.

Security incidents * Take appropriate security measures and report incidents
reporting to the national authorities

@M@@m

© 1991 - 2019, CLICO sp. z 0.0.



Breach notification is the law obligation

NIS Directive Art. 14
Mandatory incident reporting for operators of essential services

* NIS Directive Art. 16

Mandatory incident reporting for digital service providers
« GDPRAIt. 33

Mandatory incident reporting for personal data breach
« Telecom Framework Directive Art. 13a

Mandatory incident reporting in the telecom sector
« elDAS regulation Art. 19
Mandatory incident reporting for trust service providers

@M@
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NIS Directive Art. 14
Security requirements and incident notification

(. Member States shall ensure that operators of essential services take appropriate and proportionate technical and organisational measures...

d Member States shall ensure that operators of essential services take appropriate measures to prevent and minimise the impact of incidents
affecting the security of the network and information systems...

d Member States shall ensure that operators of essential services notify, without undue delay, the competent authority or the CSIRT of
incidents having a significant impact on the continuity of the essential services they provide...

d In order to determine the significance of the impact of an incident, the following parameters in particular shall be taken into account:
" the number of users affected by the disruption of the essential service
" the duration of the incident
. the geographical spread with regard to the area affected by the incident

a On the basis of the information provided in the notification by the operator of essential services, the competent authority or the CSIRT shall
inform the other affected Member State(s) if the incident has a significant impact on the continuity of essential services in that Member
State...

d After consulting the notifying operator of essential services, the competent authority or the CSIRT may inform the public about individual incidents,

where public awareness is necessary in order to prevent an incident or to deal with an ongoing incident
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2. “Myths” about SCADA security
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What we hear from OT operators?

1# We do not use SCADA
We are safe!

2# Our OT Is not connected to the Internet
We are safe!

© 1991 - 2019, CLICO sp. z 0.0.
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3. Case study of serious SCADA security incident
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Example of incident — energy sector, Ukraine 2015

/
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« Social engineering attack (email Phishing)
« The attached in email MS Office doc. installs

BlackEnergy 3 malware

« CR&C access and recognition of IT environment

(+6 months)

=

« Obtaining data for remote access to ICS systems

» Remote access to ICS systems
« Installation of KillDisk malware

« DoS attack at Call Center

More information: Analysis of the Cyber Attack on the Ukrainian Power Grid, Defense Use Case,
Electricity Information Sharing and Analysis Center, SANS-ICS, March 18, 2016

The attack at the power distribution system
(attack by HMI SCADA, resulting in a lack of
energy at 225,000 customers)

False ICS firmware makes difficult the systems
recovery

Turning off the systems backup power supply
(UPS)

Removing the traces of the attack (the removal
of logs, destruction / locking systems, etc.)

@M@
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Example of incident — nuclear sector, Iran 2012

« Stuxnet is a family of multi-component malware that spreads via
removable drives

« Thought to have been in development since at least 2005,
Stuxnet targets SCADA systems and is believed to be responsible
for causing substantial damage to Iran's nuclear program.
Although neither country has openly admitted responsibility, the
worm is believed to be a jointly built American/Israeli
cyberweapon.

« To spread, Stuxnet exploits one or more (up to four)
vulnerabilities in Microsoft Windows operating systems.

« Once executed on a vulnerable Windows system, the highly
sophisticated worm is reportedly designed to search for industrial
control systems manufactured by Siemens, generically known as
Supervisory Control and Data Acquisition or SCADA systems.
Once the targeted SCADA systems are located, the malware will
take advantage of, by design, Programmable Logic Controllers
(PLCs) and upload its own code to them, reportedly changing the
programmed behavior of the PLC

More information: Analysis of the Cyber Attack on the Ukrainian Power Grid, Defense Use Case,

Electricity Information Sharing and Analysis Center, SANS-ICS, March 18, 2016 @Ll@
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4. Attack methods dangerous for SCADA/OT
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Databases
ICS - Industrial Control System = IACS - Industrial Automation and Control System

Exploits

Advanced analytics and data storage

e MES — Manufacturing Execution System
e APC - Advanced Process Control

e Data Historian

Visualization, supervision and control
e SCADA - Supervisory Control and Data Acquisition
e DCS - Distributive Control System

e HMI - Human Machine Interface ~_ SSH / Remote

Access, etc.

Misuse
Control devices

e PLC - Programmable Logic Controller
e PAC - Programmable Automation Controller
e RTU - Remote Terminal Unit

No security

Windows,
Linux, etc.

Industrial machinery and equipment
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5. Fundamental principles of SCADA/OT security
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NIST, Framework for Improving Critical Infrastructure
Cybersecurity, April 16, 2018
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Identify — understanding the business context, the resources that support critical

functions, and the related cybersecurity risks.
Examples: Asset Management; Business Environment; Governance,; Risk Assessment; and Risk Management
Strategy.

Protect — appropriate safeguards to ensure delivery of critical services.
Examples. Identity Management and Access Control; Awareness and Training, Data Security,; Information
Protection Processes and Procedures; Maintenance,; and Protective Technology.

Detect — appropriate activities to identify the occurrence of a cybersecurity event.
Examples: Anomalies and Events; Security Continuous Monitoring, and Detection Processes.

Respond — appropriate activities to take action regarding a detected cybersecurity
incident (including the ability to contain the impact of a potential cybersecurity
incident).

Examples: Response Planning, Communications; Analysis; Mitigation; and Improvements.

cybersecurity incident.

Recover — timely recovery to normal operations to reduce the impact from a
Examples: Recovery Planning, Improvements, and Communications. @Ll@ q
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6. Good practices in SCADA/OT security projects
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NIST, Framework for Improving Ciritical Infrastructure
Cybersecurity, April 16, 2018
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@M@

© 1991 - 2019, CLICO sp. z 0.0.



1. Identify — understanding the business context, the resources that
support critical functions, and the related cybersecurity risks

V SECUREVISIO
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Quick deployment (in 5 steps) of security management tools SECURE\/ISIO

1. Draw network map where IT systems
supporting critical services are operating

N

2. Define critical services using S

| Ch {AN\WK
Business Process Wizard Q .L
N o =
3. Connect critical services with IT |
systems that support them ‘s \

\ D Rsvym‘ g, Q

4. Configure alarm sources using o
Universal Syslog Parser

b’

5. Configure the vulnerability scan
schedule
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Potential consequences

Risk analysis of IT assets for specified threats
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SCADA_OT

s m SCADA_Operator

| Potential incident consequences for resource

Web application lock/

overload
Failure of network/

system

B Loss of reputation

W Disruption of important process of the organization:
— Sales
— SCADA_OT

| Potential incident consequences for safety zone |

II II Lock/overload
II II Spam/Phishing
|| |

T2 SCADA_OT

| PLCT

Minimum level of

risk high . lack of users  [EeT

. risk low . risk medium

risk Pionowo |
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sed controls Threats sources

Asset used controls: SCADA_Operator
4 Used network controls:
4 °< SCADA_OT -> OT Firewall -> Servers Switch -> Core Switch -> Internal Firewall -> Router WAN -> WAN ->
B Core Switch
— Network Firewall
B Servers Switch
— Network Firewall
B OT Firewall
— IPS server-side
— Network Firewall
B Router WAN
— Network Firewall
B Internal Firewall

D Group controls by threat

Threat: Server-side attack (Exploit)
User localizations:

[ LAN Headquarter

o SCADAOT
Drozd Robert / Employee / Accountancy / My organization

[ AN Branch 1

o SCADA_OT
Drozd Robert / Employee / Accountancy / My organization

[ LAN Branch 2

SCADA_OT
Drozd Robert / Employee / Accountancy / My organization

Services localizations:
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2. Protect — appropriate safeguards to ensure delivery of critical

SerVIceS .................................... .

Advanced analytics and
data storage (MES, APC,
Industrial/ Historian, etc.)

. Enterprise DMZ :
. Visualization, .

D supervision and .

control (SCADA, DCS, : — )

S HMI, etc.) a

................................. 1 * FW, VPN & IPS

| * Privileged Access Security OT Maintenance )
* Anti-Malware, etc. N
’ \/
A 4
phones, many )—% >
\___ Mmore J LAN

\/

\JVJ

Control devices (PLC, @Ll@(@q
W PAC, RTU, etc.) '
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SECURE\/ISIO

3. Detect — appropriate activities to identify the occurrence of a
cybersecurity event

4. Respond — appropriate activities to take action regarding a detected
cybersecurity incident (including the ability to contain the impact of a
potential cybersecurity incident)

5. Recover — timely recovery to normal operations to reduce the impact
from a cybersecurity incident

@M@
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Protection for extreme environments
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Protection for extreme environments

') FORCEPOINT

* Ruggedized, portalbe appliance

* International Protection Rating: IP65

(complete protection against dust and very good protection against water)

» Operating temperature: -25 to +50°C

POWERED BY Raytheon

EMC

MIL-STD 461E
Requirements: CE102, CS101, CS114, CS115,
CS116, RE102, RS103

Environment

IEC 60068-2-1 Aa [Cold)

IEC 60068-2-2 Bb (Dry heat)

EN 60068-2-30 Dd (Damp heat cyclic)
IEC 60529 Casing IP65

Mechanical

IEC 60068-2-6 Fc: Sinusoidal vibration (1.5 G)

IEC 60068-2-64 Fc: Random vibration (1.5 G) RMS
IEC 60068-2-32 Ed: Drop (75 cm)

IEC 60068-2-27 Ea: Shock (50 G)

IEC 60068-2-29 Eb: Bump (25 G, 16 ms)
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Downtime is NOT an option

FAF AN N7 .
oz

[» FORCEPOINT

“©

©9

Wn

* Multi-Link technology

~<
* VPN Load Balancing (AA / AP) g ABC e &

* Quality of Service over VPN @Ll@@
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Downtime is NOT an option
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Security Comes First

. IPS Builtin. Enabled by Default \jP,EC”’E},NT / \‘”RCEEE{’“‘ Forcépoint
. IPS Engine with Anti-Evasion Defences b LA S L .
. Software Based IPS. Same Level of Protection Everywhere \v/ \/

. Optimization = Performance -

. Multi-Layer Protocol Normalization The e securty effectiveness of the Forcepoint

1surpassed in the NSS Labs

J’,. 17 NGFW test Tlm Forcepoint NGFW
should be on every company'’s short list.

. Anomaly Detection

. Anti-Botnet (Decryption-based detection and message length sequemej _,nab/gsus)

NS

SS Labs

. File Recognition and Filtering
. File Reputation (Forcepoint Reputation Service)

. Local Anti-Virus (McAfee)

. Sandbox (LastLine) FFORCE p°|NT

POWERED BY Raytheon

. Web filtering, application control

Ethernet, H.323, GRE, IPv4, IPv6, ICMP, IP-in-IP, IPv6 encapsulation, UDP, TCP, DNS, FTP, HTTP, HTTPS, IMAP, IMAPS, MGCP, MSRPC, NetBIOS Datagram, OPC @ l l@@
Classic, OPC UA, Oracle SQL Net ,POP3, POP3S, RSH, RSTP, SIP, SMTP, SSH, SunRPC, NBT, SCCP, SMB, SMB2, SIP, TCP Proxy, TFTP
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Protect what values most

SCADA Protocol agents
OPC UA

~160 inspection fingerprints
~80 for both implemented stack options
OPC UA TCP/SC/Binary and SOAP stacks

OPC Classic

~40 access control applications
Filtering using roughly 40 different applications
Uses UUID filtering
Opens ports for OPC Classic dynamically

Enables meaningful firewall
functionality and control over allowed
protocol sub-components

') FORCEPOINT

POWERED BY Raytheon

Modbus/TCP

= ~70 Inspection fingerprints
= Protocol message control

= Including functionality for non-identified or
malformed messages detected

DNP3 over TCP/UDP

= ~80 inspection fingerprints
= Protocol message control

= Including functionality for non-identified or
malformed messages detected

© 1991 - 2019, CLICO sp. z 0.0.



Protect what values most [» FORCEPOINT

Protocol Control

* Understanding traffic

 Read/ Write

* Diagnostics

e Error detection

)
e Checksum

e State tracking @LEQQE
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™ Modbus_Read-FIFO-Queue-Request

|- Modbus_Read-FIFO-Queue-Response

|- Modbus_Read-File-Record-Error-Response

|- Modbus_Read-File-Record-Request

™ Modbus_Read-File-Record-Response

™ Modbus_Read-Holding-Registers-Error-Response
™ Modbus_Read-Holding-Registers-Request

™ Modbus_Read-Holding-Registers-Response

™ Modbus_Read-Input-Registers-Error-Response
™ Modbus_Read-Input-Registers-Request

™ Modbus_Read-Input-Registers-Response

™ Modbus_Read/Write-Multiple-Registers-Error-Response
™ Modbus_Read/Write-Multiple-Registers-Request
™ Modbus_Read/Write-Multiple-Registers-Response
™ Modbus_Report-Slave-ld-Error-Response

™ Modbus_Report-Slave-ld-Request

™ Modbus_Report-Slave-ld-Response

- = _A -1 jre-Reojctar

™ Modbus_Request-Force-Listen-Only-Mode

Modbus_Request-Reserved-Function-Code
™ Modbus_Request-Restart-Communications-Option
™ Modbus_Request-User-Defined-Function-Code

™ Modbus_Response-Reserved-Function-Code

Do Not inspect  None

& Permit Stored @2097377.0
G Permit Stored @2087376.0
& Permit Transient @2097375.0
'ﬂ' Permit Stored [@2087374.0
@ Permit Stored @2097373.0
'ﬂ' Permit Stored [@2087372.0
& Permit Stored @2097371.0
'ﬂ' Permit Stored @2087370.0
& Permit Stored @2097369.0
'ﬂ' Permit Stored @2087378.0
@ Permit Stored @2097382.0
'ﬂ' Permit Stored @20873798.0
@ Permit Stored @2097381.0
ﬂ Permit Stored [@2087380.0
@ Permit Stored @2097383.0
& Permit Stored @2097324.0
ﬁ Permit Stored

€) Terminate Essential @2097326.0
W Permit Stored @2007387.0
€) Terminate Essential @2097388.0
@ Permit Stored @2097329.0
& Permit Stored @2097390.0

P teTaTabrinlTeabhel !



Protect what values most

General

[® Modbus_Request-Force-Listen-Only-Mode - Properties

Context | Tags

Modbus_Request-Force-Liste

A Modbus Force Listen Only Mode request detected

™ Protocol Information

i

A Modbus Force Listen Only Mode request has been detected. Using a
Diagnostics request (0x08) with sub-function code 0x04, a Modbus
slave can be forced into a listen-only mode in which the device will
not respond to any further requests. An attacker may u i

request to cause a denial of service condition.

— Description

7
1]
T

0K Cancel Help

— Severity

') FORCEPOINT

POWERED BY Raytheon

CLICO
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7. Vulnerability management and validation in SCADA/OT
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Reduce attack surface with the networks segmentation and
vulnerabilities mitigation

Advanced analytics and ﬁ 4}
data storage (MES, APC, }
Industrial/ Sy Historian, etc.) S Internet >
. Enterprise DMZ J J
: \/

Visualization,
D supervision and
control (SCADA, DCS,

e HMI, etc.)
...................................... S
S WAN > OT Maintenance >
Safe . N
checks
(/\ﬁ ly (ﬁ/\ﬁ RAPIDF)
phones, many >—%$
p&J - LAN j Find and mitigate vulnerabilities
S~ — before intruders reach critical

Infrastructure
Control devices (PLC,
PAC, RTU, etc.) @Ll@@
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nexpose

nexpose

Vulnerability
Management

What's New Dashboard w

WHAT'S NEW AGENTS TOP TRENDING VULNERABILITIES

,,,,,,

Agents

Monitoring remote endpoints

NUMBER OF VULNERABILITIES

NNUMBER OF ASSETS AVERAGE VULNERABILITY AGE BY SEVERITY

248 5 .I Vulnerabilities

4 15% change

/Severity
0
; ‘I |5 3059
Assets
60-90

11% change

COLLECT PRIORITIZE REMEDIATE

Live Monitoring, Adaptive Security, Vulnerability prioritization moves you Streamlined Remediation Workflow
and advanced collection provides beyond the paralysis of CVSS-only makes IT your best friend and tracks

coverage without waiting for scans scores progress in real-time
or drowning in obtuse data

CLICO




VA scan templates RAPIDF)

Full audit

This full network audit of all systems uses only safe checks, including network-based
vulnerabilities, patch/hotfix checking, and application-layer auditing. The system scans
only default ports and disables policy checking, which makes scans faster than with the
Exhaustive scan. Also, This template does not check for potential vulnerabilities.

Use this template to run a thorough vulnerability scan
SCADA audit

This is a “polite,” or less aggressive, network audit of sensitive Supervisory Control And
Data Acquisition (SCADA) systems, using only safe checks. Packet block delays have
been increased; time between sent packets has been increased; protocol handshaking
has been disabled; and simultaneous network access to assets has been restricted.

CLICO
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etésploitg

Penetration
Testing

COLLECT

Gather together the collective
knowledge of a global security
community to test your network and
find your holes

Quick PenTest

et up & 1801 ThAL automatically getners infarmation ebout the t2roet netwonk |aune

Target Profile 7

@| [El @

Targer Senings™

Targes

ProjectName |

Target Addresses 1020447234

¥ Bestrict o network range

PRIORITIZE REMEDIATE

Test your security program to
identify and more quickly fix
exposures

Test and harden your people, your
processes, and your technology in
order of potential impact

CLICO



metasploit® Key points to focus on RAPID})

Penetration Testing Vulnerability Validation Phishing Simulation

@ metasploit it ¥ Aecou] w nexpose #  Assets  Vulnerabilities  Policies  Reports  Tickets  Administration | | SOCIAL CAMPAIGNS

Guiek PenTest Fnianing

-+
-+
-+
e v
= e 5 [~
. . .

* Simulate a real-world attack * Validate vulnerabilities to * VValidate vulnerabilities of ,the
to test your defenses demonstrate risk weakest point” by social-tests

* Close-loop integration with
Nexpose for remediation

S LN
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Automated Vulnerability Validation RAPID))

« Nexpose makes it easy to identify and prioritize vulnerabilities
« After remediation, use Metasploit to simulate an attack and verify the
effectiveness of your controls

Vul .
assessment
w nexpose v metasploit
Vulnerabilit S —— Penetrati
y Management on
& Testing &
Configuratio Threat

n Assessment Vul. Val CLAC

validation © 1991 - 2018, CLICO sp. 2 0.0.



SECURE\/I SIO RAPID))

Automate vulnerability management and
business prioritization (BIA)

VULNERABILITY DETAILS (70D SH 58M 85)

PLC3

CRITICAL

Compliance

History

& Choice of Incident response plan

Potential financial losses

Details Hosts

1086 : snmp-read-0002/udp/161 - Default or Guessable SNMP community names: private

Base Score

Exiloitabli Imiact Re
Service

Risk analysis

Incident consequences

Rapid?7 Report

Additional informations

Files

Tasks

®

Vulnerability removal requires remediation |Asset: -1 | ILocaHzation: -/0

||Bussiness proc.: -/1

onsequences: - reats: - nformations.: -

C il Threats: -/5 Inf /0
Add comment \
Remediation required - | - | \ |
Mitigated System Administrator , 2018-09-26 1\11:32
Accepted
Remediation accepled System Admunistrator, 2018-09-26 15:11:X0
Ignored System Administrator, 2018-09-26 15:11:3

New

Left to solve 1 of 1 hosts.
Host was added to the vulnerability - name: rsti, address: 192.168.30.52
The vulnerability added automatically from Rapid7 report

Systern Adrmunistrator

System Admunistrator

System Administrator ,

. 2018-068-10 12:32:54

, 2018-08-10 12:32:54

2018-08-10 12:32:54

| ==

’ Incident consequences for resource:

B Loss of reputation

M Disruption of important process of the organization:
— SCADA_OT

SCADA_OT

SCADA _Operator

B Loss of reputation

B Disruption of important process of the organization:
— Sales
— SCADA_OT

PLC1

B Loss of reputation

W Disruption of important process of the organization:
— SCADA_OT

PLC2

B Loss of reputation

B Disruption of important process of the organization:
— SCADA_OT

© 1991 - 2018, CLICO sp. z 0.0.



SECURE\/ISIO RAPIDF)» Simulation of device failures with
business damage analysis

. . Show not working processes
Not working processes: 7 @ H
E v W Accounting
\/|1.SRV_APP_01 @ Web App)
/&= DB Servers
Not working devices:
NAME NETWORK CATEGORY LOCALIZATION IP ADDRESSES
@ Web Firewall LOT-demo Network security
| 2. SRV_APP 02 (& Web App)
/= DB Servers
Not working devices:
NAME NETWORK CATEGORY LOCALIZATION IP ADDRESSES
Router INT
Internal DMZ1 @  Web Firewall LO1-demo Network security
Firewall 2 || 3. SRV-DB-01 & DB Servers)
1 LAN Headquarter
. &= LAN Servers
A Delete “Ell Web App
Not working devices:
Add note E NAME NETWORK CATEGORY LOCALIZATION IP ADDRESSES
Router WAN| Defi . -Q <® Web Firewall LO1-demo Network security
efine connections
- Web App | 4 SRV-LAN-DB-01 @ LAN Servers)
G Web Proxy ] LAN Headquarter
. ' W Application Managent
m SCFiptS » \/l 1. SRV-MGT-01 (E LAN Servers) v
[¢ ] 1 LAN Headquarter v
@ ¥ Compliance = ' M Logistics
| 1. SRV_APP 01 (] Web App)
'Ff_‘te'"al: Vulnerabilities ’ Servers LAN Servers /& DB Servers
irewal ;
. Switch Not working devices:
SLA Information NAME NETWORK CATEGORY LOCALIZATION IP ADDRESSES
E A ar e W ma ar o
vents Group by ® processes assets
Co
py -
Change kind ’
Database
LAN Firewall DB Servers
Headquarter ©
1991 - 2018, CLICO sp. z 0.0
)’ . 0.




8. Dynamic Data Protection(DDP)

@M@@q
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DLP: Data Leak Prevention

1. Data protection by identifying, monitoring and enforcing DLP
policies for data:
v"In motion, when they are sent to internal or external recipient
v In use, when they are processed on the user workstation
v' At rest, stored in corporate repositories (shares, databases, etc).

2. Mature DLP systems are aware not only of the content, but
also the context in which data is used and communicated.

@M@
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Forcepoint DLP system components

ﬁ?rotect data on networh

level, data in motion

DLP Network

/

/ Protect data on \

endpoint, in motion,
use and at rest

DLP Endpoint

o /

ﬂ)ata discovery,\

data at rest

\ DLP Discover /

/Data in cloud,\

data at rest, in
motion or in use
across popular
enterprise cloud
applications

DLP Cloud

\\ Applications /

Central management and reporting from one console

© 1991 - 2019, CLICO sp. z 0.0.



Classifiers - built-in and custo

—— DLP Compliance

=

» Custom classifiers, including
 PreciselD fingerprints and
« Machine Learning

DLP IP Protection

PreciselD Patterns

(] mew...| ¥ Delete| E Create Rule from Classifier... | & Where Used... |

|:|Hame

&[] | Type ElF

[] | 10 Digit Account Mumber with support

[] | 5-8 Digit Account Mumber with support

5-9 Digit Account Mumber

Name e

RRIARE AN RN ARN ARE ANN ARE ARN ARR AN 1]

AHV suppart

(] mew...| ¥ Delete| El Create Rule from

Predefined

Predefined

Predefined

|:|Hame

Australian TEN Terms

Brazil: Diseaszes

[ | ability DataBase File (1 file type)

[] | AutoCAD DFX Binary File {1 file type)

California dictionary support

[ | AutocaD DFX Text File {1 file type)

Canadian Government ID Terms —

N PO VT Pl o] ISR 0 N =] [N SRpummp

¥ Delete| &l Create Rule from Classifier... | 3 Where Used. .,

- El Type El Version

W2 Form support terms

LS S5 (Wide)

U
L
L] | Us SS: masked
[

5 5SM (Narrow)

© 1991 -

=
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=
Predefined

&

Predefined
o7
Predefined
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Built-in policy wizard for data protection

Policy Template Filter X i_

Policy Template Filter X

Select the geographical regions t Manage DLP Policies > Policy Library

@B [Jafrica ; ) ; . —
) ) Select the industries to include in your & View- i Refres
@ [JaPAc (Asia and Pacific)
- - Policy: Macedonia Pll
@ [JcALA (Central and Latin A Educational 139 Policies: searchfo:|  [Q <
|:| Canada D En ergy a nd |nfr35tm cture =-[] Ed Content Protection it Description:  Policy for detection of Unique Master Citizen Numbers.
i i g i Rules (enabled: 1, total: 2
= IE‘ EI:U|TOFJE Entertainment and Media DI_J Company Confidential and Intellectual Property ( )
AUSt[’IE I:l Finance and Bank’lng D & C_redlt 'f:ards N 1. Macedonia Pll: Unique Master Citizen Number
D BEIE' um |:| G t {150 Financial Data 1.1 Macedonia Pll: Unique Master Citizen Number (Wide) (1184826)
overnmen . P
D Bosnia and Herzegovir #-{_] ) PHI: Protected Health Information - Disabled i o B
I:l Yardware - Detects 1 or more valid 13-digit Unique Master Citizen Numbers.
Bulga ria =] E2 PIl: Personally Identifiable Information = For example "0801977455008". This rule is not selected by default.
Croatiz I:l Healthcare and Pharma .0 /7 Biometric Files Private Information (PIl & PHI) 1449035 1.2 (h;zc;:‘::i}a Pll: Unique Master Citizen Number (Default)
I:‘ C}rprus I:l Insurance -] Bulgaria PIl Private Information (PIl & PHI} 1363439 Detects valid 13-digit Unique Master Citizen Numbers. To create an
A . . . . incident, there must be 3 or more valid numbers, or at least 1 valid
Czech REF]IJbI.IE Manufacturer -] {F Croatia Pll Private Information (PIl & PHI) 1363439 number near a support term. When a support term is not found
- .07 czech Republic PII Private Information (Pl & PHI 1587047 near a valid number, at least half of the 13-digit numbers in the
I:‘ Denmark I:l Retail = P ( ) text need to be valid. For example "Unique Master Citizen Number
[ ] Estonia [] Software LT EN Private Information (PIl & PHI) 1184836 0201877455008",
[ 1 Finland [ Telco .0 /7 Email Addresses Private Information (PIl & PHI} 1587047
[ Erance } £.017 Macedonia Pl Private Information (PIl & PHI) 1184836
+| Transportation
L] Germany J oth .. fF Poland PII Private Information (PIl & PHI} 1587047
er . -
[ erecca L] /7 Romania PII Private Information (PIl & PHI) 11242336
L] serbia Pl Private Information (PIl & PHI} 1184836
Public Company 07 slovakia PIl Private Information (PIl & PHI} 1527047
R L{][7 slovenia Pl Private Information (PIl & PHI} 1363432 NOTE: For a rule to take effect, you must enable it.
. — ) . ) . To enable a rule, highlight it in the Policy Management tree view,
w07 social Security Numbers Private Information (PIl & PHI) 1587047

- select Edit, and click Enabled.

Meet compliance requirements in just few clicks!

© 1991 - 2019, CLICO sp. z 0.0.



Integration with data classification systems

In addition, we can use
classification of documents and e-
mails sent by users - leveraging
data classification systems such as

m
Microsoft, Boldon James, Titus e |
L] Ce |
’ ’ . - |
[] Bec |

er header (may be user-defined):

All headers
&' User-defined header:
Bl NOTE: If you select a field that is not used in one of the policy's destination channels,

it is ignored for that channel. v h

TET T e AT

@M@
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Introducing Dynamic Data Protection

FORCEPOINT DLP SHARED FORCEPOINT BEHAVIOR-CENTRIC
DATA EXCHANGE ANALYTICS

N DLP endpoint events — =

= ;-———- - == ] I =
Set dynamic % == - =T
enforcement action plan = i .

and incidents

Automatically analyze DLP data for
identity risk calculation

‘_ [ AEEee,e—,———s—s-s-HttPo
. v ——1 - .
Endpoint

Server

Analytics-calculated
entity risk
score / levels = -

Endpoint Monitoring,

View DLP incidents with ===
Collection & Enforcement end-user risk level Investigate high-risk entit H
T CELICO
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Stats & Filters

End Date Entity Filter & Seenario Risk Level @ last updated 28hrwindow 07/30/2018- 07/31/2018 2300

L e M e MR OO RO XOXO) 14:06 08/29/2018 39 entities 31365 events

Top 3% Entities Of Interest Pramudio | July 24 - 31, 3018

Entities RiskScare @ Risk Level O
Risk Level °

P—— 99
& et 30
& wpelkgrino 30
& il 30
& rmaciean 98
& calen 98
& et 28
& acounc 57
& rhcitman 57
& rhiberte 57

pzamudic's risk level changed 5 times over the past 7 days.
The highest risk level was 5, the lowest risk level was 2

- - - Risk Score

{

Ty ¥

L

[l

w

ey o, =
i, T

[ -
[ T —_

T T T T T T 1
Wead Jul 25 ThuJul 28 Frilul 27 Set.Jul28 ZunJul 23 MonJul 32 Toe Jul 31

3
{
!
i
.l
5
i
Y
A
!
1
i
f
{

CLIC
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Risk based policy enforcement

For policies governing compliance use-cases or highly sensitive information,
“Block All” can be the action plan for all risk levels.

For Risk Adaptive Protection users, determine actions according to the source's risk level:
Risk level 1 Risk level 2 Risk level 3 Risk level 4 Risk level 5
7 | .y |
Action plan: = Block All ¥ BlockAll ¥ BlockAll ¥ BlockAll ¥ BlockAll 7

For policies where additional context can help inform decisions,
Dynamic Data Protection provides additional granularity.

For Risk Adaptive Protection users, determine actions according to the source's risk level:

Risk level 1 Risk level 2 Risk level 3 Risk level 4 Risk level 5
I I
Action plan: = Audit Without Forensics % | Audit Only 3 Audit and Notify ¥ Drop Email Attachments ¥ Block All

© 1991 - 2019, CLICO sp. z 0.0.



Sample data protection policy

Employees cannot send customer data to...

(Who: From) ‘ ”

Rule Properties | Source |

Edit: Directory Entries (ACtiOh)
Rule Properties | Severity: (High) /
Action Plan: (Block_All) (How)
Rule Properties | Destinations | /]
Email
1 Web (What)
I HTTP/HTTPS
¥ Chat Rule Properties | Condition | Add:

PreciselD FP — DB Records

(Who: To)

Rule Properties | Destinations | []
Email: All

© 1991 - 2019, CLICO sp. z 0.0.



Intelligent process management

Source code Suppliers File transfer Audit

Customer service Business plans Online storage Web Block

Marketing Patients records l] ‘ Messenger Notify

Peer-to-Peer Remove

Print Quarantine

Financ M&A plans Blog

Accounting Salaries Client

Sales Finalf SPYWGFE page

Legal Customer data 1Y:] RemovablciRiEdia Confirm

Support Team Technical designs Competition Print Screen

IT Competitive info Analyst Copy / paste

Uniform policies cover all aspects of information protection CLICO
© 1991 - 2019, CLICO sp. z 0.0.



9. Controlling OT and IT connection of SCADA systems

@M@
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IT Control

Operational Control

FFORCEPOINT Conceptual placement of Forcepoint
T solutions in “always on” environments

Forcepoint SMC |I—— =
SMC N
Level 4 =<1
| e Y - e e SRR = =
Enterprise SIEM B B o
********** :
............ i
|
[ T I Forcepoint |
LGVO' 3-5 Replicated —:< Authentication ——= Web & Application NGFW
Historian = = Server = Servers
DMZ ; e W TN = TR e e e
m. =N
Forcepoint |
Level 3 ks | | Data Guard
Operations Control Plant :_‘{{,_‘\; :;,_,;;,r—';. Q\ Engineering —== Production
& Control Historians & \ )2 &\ 2 > Monitoring - Servers 1 T e——
o |
AN e —p— “Forcepoint
o
Level 2 AT |operator RCADA [; Forcepoint Date Guerd
Supervisory Control b\ |
J Inline Firewall
| : Fre—=——=-—--—-----=> E
Level 1 \;') Ir— N (;or;r;u:\ic;t;n- N ]’ \} :— N (;or—nr:w:uc“al_non~ - v:cl | RTU/PLC/DCS
i@ 5/0 |  between OT Systems :{9 ;J%:} i  between OT Systems ' L(\) 5/;-'\ Controller Units
Basic Control L i X | \’\{j
| | }
N - ) ‘/ Y N - . N 4 ‘, - . s N
AN (O£ 2 AN SYa S AN { "< Field Sensors
‘11 P\ rg\e W\ rg’eg ! A YA
> K &/ S ¢ - - O ¢ YRR A

CLICC
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Secure Data & File Transfer
Between Air Gapped Networks

E =R
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FORCEPOINT DATA GUARD () <l

Scenario 1: Secure, Automated File Sanitization and Transfer

Scenario 2: Streamlining SIEM Monitoring (commercial)

Scenario 3: Enabling System Patching/Updates

Scenario 4: Streamlining SIEM Monitoring (critical infrastructure)

Data Guard

@m@@@
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Iy FORCEPOINT DATA GUARD (%) <l

Scenario 1 CUSTOMER PROFILE

Financial Institution: Forcepoint DLP customer

« Current business process uses sample data (CSV files and reports) from
their production environment (considereda high-security network due to sensitive
Financial Institution customerand account data) in their separate, air gapped Test environment.

« Using Forcepoint DLP they check data for Personally Identifiable
Information (PIl) as users burn data to DVDs to manually move it to the
Test environment.

« When Pll is detected, users must manually scrub the files and execute
the process again.

What keywords do you see?

R ¥
© 1991 - 2019, CLICO sp. z 0.0.




F  FORCEPOINT DATA GUARD () -

Scenario 1 KEYWORDS

* Financial Institution - potentially highly regulated

« Current DLP customer - data security is already a priority

_ _ o  Production and Test environments - potentially 2 separate networks
Financial Institution

« Separate, air gapped - confirming physical network separation

« Manually moving data or files - automation will save them time, money and
reallocation of personnel

« Manually scrubbing data or files - data or file filtering and sanitization is
automated in the Guard; more reliable, faster, auditable

How can you HELP this customer automate
processes and extend their data security?

© 1991 - 2019, CLICO sp. z 0.0.



Iy FORCEPOINT DATA GUARD (%) <l

Scenario 1 HOW TO HELP THE CUSTOMER

UPSELL - DATA GUARD: Extending Existing DLP Protections with
Secure, Automated File Sanitization and Transfer.

Benefits:
Financial Institution

» DLP validates file does not contain PII

* DLP places “cleared” files in a watch directory

« Data Guard picks up the files (through file drop plugin) and does a second round of
filtering - sanitizing files as needed

» Files that pass / pass with sanitizaticn are then AUTOMATICALLY moved to the
separate TEST network

« NO manual processes needed, no DVDs needed, no more sneakernet. Just click

and drag!

Let’'s See How it works:

© 1991 - 2019, CLICO sp. z 0.0.



Scenario 1l (Before): File Transfer without Data Guard

®

Manually burn
filestoa CD;

passes through

DLP
verification

Manually copy files from CD to User securely
destination via separate network stores the CD
terminal or kiosk.
Requires:

Antivirus separate license

Data Sanitization separate license

Kiosk solution separate product

2318t

Organization
ensures secure
CD destruction

CLICO
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Scenario 1 (After): File Transfer with Data Guard

=
== Data Guard
J

NETWORK A NETWORKB

User copies files to a designated local folder Data Guard monitors folder, grabs files,
on Network A. DLP validates copy actionis performs inspections then moves files to
allowed. specified destination folder.

*  Antivirus
With the Guard: One step for secure file movement
betweenair gapped networks

* File Typing
* Data Sanitization
» Watermark {PDFs)
« Guaranteed inspection
» Full end-to-end audit trail
+ One vendor for support

CLICO
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Iy FORCEPOINT DATA GUARD (%) <l

Scenario 2 CUSTOMER PROFILE

Global Conglomerate has a single regional Security Operations Center

‘{%ﬁ 5 (SOC) that is responsible for: amongstother things)
« Security incident and event monitoring (SIEM) of users and networks
Global Conglomerate from 3 separate business units.
SOC

« Currently, administrators and analysts must monitor separate SIEM
dashboards - 1 (or more) for each business unit.

- « Manually piece together log and reporting data for daily and weekly
: “security state” reports for Corporate.

What keywords do you see?

© 1991 - 2019, CLICO sp. z 0.0.



Iy FORCEPOINT DATA GUARD (%) <l

Scenario 2 KEYWORDS

+ 3 separate business units - confirming physical network separation

%Q O « Separate SIEM dashboards - automation is more accurate, will save them time,
money and reallocation of personnel

Global Conglomerate » Manually creating reports - combining the SIEM data to 1 location through the
SOC Guard allows for a holistic view and more accurate, automated reporting

How can you HELP this customer gain a holistic
view of their enterprise security and reduce
burden and errors?

.”___ -“-‘\
& )

CLICK

N
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D FORCEPOINT DATA GUARD (%) <

Scenario 2 HOW TO HELP THE CUSTOMER

NEW OPPORTUNITY - DATA GUARD + NGFW:
‘{%ﬁ 5 Streamlining SIEM Monitoring in a Multi-Network Environment

Beneﬂts Data Guard:
Automated, streamlined data aggregation

Global Conglomerate « Holistic view of the enterprise from a single pane of glass

SOC « Correlation of events across networks - seeing similar ancmalous behavicr on multiple

networks can provide clues or indicate breadth of breach

* Perscnnelreassignmentto other critical tasks

» Flexibility to support almost any standard or custom messaging protocol, while still
providing extensive security controls on all transmissions.

N |l Benefits - NGFW:

« High Availability - utilize NGFW load balancing capabilities with central management and

P reporting

» Additional Protection- filter protocols, scurce/destination, etc. at the firewall first.
Provides defense in depth and cyber security protections such as Denial of Service
protections.

Let’'s See How it works:

© 1991 - 2019, CLICO sp. z 0.0.



Scenario 2 (Before): SOC without SIEM Aggregation

O

SIEM Collector 0 l II q‘.
b

ArcSight, Splunk,
Qradar

NETWORK B

(G

SIEM Collector - | !I ﬂ‘.
= =

ArcSight, Splunk,
Qradar

\. NETWORKC /

(Q )

SIEM Collector B | iI Q‘.
i

ArcSight, Splunk,
Qradar

\_. NETWORKD _/

CLICO

© 1991 - 2019, CLICO sp. z 0.0.




Scenario 2 (After): 1 Guard Pair Connected to Multiple Networks
SOC with SIEM Aggregation

C

SIEM Collector
ArcSight, Splunk,
Qradar

NETWORK B - \
(T , S E
SIEM Collector ﬁ — ll<— | |w‘| /
| | l
.

- % emmmmm—

ArcSight, Splunk,
Qradar Data Guard

\__NETWORKC __/ \_ NETWORKA /

(8
SIEM Collector

ArcSight, Splunk,
Qradar

\. NETWORKD /

CLICO
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Iy FORCEPOINT DATA GUARD (%) <l

Scenaric 3 CUSTOMER PROFILE

Ministry of Defence customer

5 « Utilizes 3 physically separated, air gapped and closed networks that
° reside in different buildings.

Ministry of Defence
« They endeavor to be very diligent about patching all applications and

network devices but - well, sometimes there are more pressing
matters to attend to

9 + Cantake a while to get all the necessary approvals and physically get to
each location. Another rising challenge is a ClO mandate to ban USBs
on all Defence systems. Without a USB, how will the administrator get
the patches on to the closed systems?

What keywords do you see?

R ¥
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F  FORCEPOINT DATA GUARD () -

Scenaric 3 KEYWORDS

« Ministry of Defence - gsovernment customer, highly sensitive environments and

data
o
o | © « Separate, air gapped - confirming physical network separation
Ministry of Defence » Manually moving data or files - automation will save them time, money and

reallocation of personnel

« Banon USBs - change in policy for which the customer must prepare

How can you HELP this customer automate
processes and extend their data security?

.”___ -“-‘\
& )

CLICK

N
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Iy FORCEPOINT DATA GUARD (%) <l

Scenaric 3 HOW TO HELP THE CUSTOMER

NEW OPPORTUNITY - DATA GUARD:
Enabling System Patching/Updates in a Closed Environment

Q
Q,

Benefits:
Ministry of Defence

« The admin sends files to the Guard - or uses an automated process
« The Guard validates and verifies the files against its transfer policy rules for all
destination networks

» Files pass all checks, the Guard transfers them to all destination networks - ready
to be applied

i « NO manual processes needed, no USBs needed, no more sneakernet

Let’'s See How it works:

),
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Scenario 3 (Before): System Patches to Networks Manually

ofp
‘f\
IR

J

@M@
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Scenario 3 (After): System Patches to Networks via Guard Automated

—
LN

.

For(;epoint
Guard

&)

$F
N

NETWORK A

@M@
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Iy FORCEPOINT DATA GUARD (%) <l

Scenarioc 4 CUSTOMER PROFILE

Manufacturing Plant has a Security Operations Center (SOC) responsible
for: {amongst other things)

g
« Security incident and event monitoring (SIEM) of users and networks. Currently,

Manufacturing Plant the administrators are only able to monitor endpeints located on the IT network.

SOC

« Theyare undergoing an IT-OT convergence that is placing the full cybersecurity
responsibilities with the CISO.

« CISO wants a secure way to streamline all the SIEM traffic into the current SOC
U infrastructure rather than having to pay for all the extra gear and licenses.

L L « Currently administrators and analysts must monitor separate SIEM dashboards -1

(or more) for each operational system - and manually piece together log and
reporting data for daily and weekly “security state” reports for leadership.

What keywords do you see?
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Scenarioc 4 KEYWORDS

« IT-OT convergence - confirming physical network separation AND need to
connect “the unconnectable™

g

+ Separate SIEM dashboards - automation is more accurate, will save them time,

_ money and provide a more holistic view of the full IT-OT enterprise
Manufacturing Plant

SOC » Manually creating reports - combining the SIEM data to 1 location through the
Guard allows for a holistic view and more accurate, automated reporting

How can you HELP this customer gain a holistic
view of their enterprise security and reduce
burden and errors?
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Scenarioc 4 HOW TO HELP THE CUSTOMER

NEW OPPORTUNITY - DATA GUARD + NGFW:
Streamlining SIEM Monitoring in a Plant Environment between IT and OT

s Beneﬂts Data Guard:
Automated, streamlined data aggregation
Manufacturing Plant « Enables holistic view of the enterprise from a single pane of glass
SOC » Correlation of events across networks - seeing similar anomalous behavior on multiple

networks can provide clues or indicate breadth of breach

» Allows for more efficient use of SIEM technology and SOC staff

» Flexibility to support almost any standard or custom messaging protocol, while still
providing extensive security controls on all transmissions.

Benefits - NGFW:

L L « Defense-grade firewalls deliver higherresilience, threat efficacy, and unified management
capabilities

« Security that fits the unique nature physically separated assets, mixed-vintage assets,and
decentralized facilities management.

Let’'s See How it works:
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Scenario 4 (Before): SOC without SIEM Aggregation CIP
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Scenario 4 (After): 1 Guard Pair Connected to IT and OT Networks
SOC with SIEM Aggregation
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Kako dobiti dodatne informacije?

sales@clico.rs
support@clico.rs
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Vas distributer sa dodatnom
vrednoscu!

HVALA!
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